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Abstract—LoRaWAN which stands for the Long Range Wide 

Area Network is an emerging wireless technology that is expected 

to be widely deployed and used, especially with the promising 

widespread use of the Internet of Things (IoT) applications and 

the Fifth Generation (5G) communication technology. In this 

paper, we proposed an enhancements framework for the widely 

used LoRaSim open source simulator. The proposed 

enhancements will enable the user to fine-tuning various 

parameters on LoRaWAN simulated networks according to 

application requirements, investigate and analyze the security 

effects on LoRaWAN IoT communication links, and adding more 

functionality pertaining the nodes’ energy consumption. 

Keywords—security, LoRaWAN networks, IoT, simulator, Fifth 

Generation 5G 

I. INTRODUCTION  

In recent years, remote sensing and monitoring systems 
gained huge momentum from several sectors worldwide, due to 
the importance of monitoring large areas with minimal cost and 
effort. Moreover, the technological advances in the 
semiconductor industry led to finding more suitable solutions 
for wireless and remote monitoring applications by developing 
lower costs and higher efficiency modules that can be used for 
these applications [1]. Fifth Generations (5G) networks are 
considered as the key enabler for future Internet of Things (IoT), 
where more than 50 billion devices are expected to be connected 
to the global IP network [2], the predictions about connected IoT 
devices show that the connection density will rise to 10�  
devices/ ���  [3]. 

Several key enabling technologies have been proposed 
recently as promising candidates for the Fifth-Generation and 
beyond networks, targeting diverse requirements for remote 
sensing and monitoring of applications, which require long 
communication range, low energy consumption, and low 
bandwidth. Such systems can be implemented using Low Power 
Wide Area (LPWA) networks, such as LoRaWAN, SigFox, and 
Narrow Band IoT (NB-IoT), which are the technologies in use  

 

 

 

for deploying the networks that require long-range 
transmission [4]. 

 

• Why LoRaWAN networks?  

LoRa is a physical layer technology developed by LoRa 
Alliance in 2015 and used to address the requirements of long-
range transmission and low data rates networks. It cancels the 
need for repeaters between the sensor nodes and the gateway 
(base station), so it reduces the nodes’ cost and increases the 
battery life of nodes [5]. It uses the Industrial, Scientific, and 
Medical (ISM) frequency band which is an unlicensed radio 
spectrum (EU: 868MHz and 433MHz, USA: 915MHz and 
433MHz) [5]. To obtain low power specifications and increase 
the communication range, LoRa uses Chirp-Spread Spectrum 
(CSS) modulation, which has been used in long-range 
transmission and military applications because of its ability to 
overcome interference and the losses in the long-distance 
transmission. Therefore, an entire city can be covered under only 
one gateway, so it is suitable and compatible with IoT network 
requirements [6]. LoRa is the radio modulation technology for 
wireless LAN networks while LoRaWAN defines the global 
communication protocol and the system architecture for LoRa 
networks [7]. LoRa enabled sensor node consists of three parts; 
a sensor to sense the environment, a microprocessor to process 
the sensed data, and a radio module with an antenna to transmit 
and receive the data. LoRa gateway, which can listen to multiple 
frequencies at the same time, consists of two parts; 
microprocessor and radio module [7]. 

Figure 1 depicts an overall view of LoRaWAN network for 
IoT applications and transmissions. LoRa device can be 
configured using five transmission parameters that determine 
the communication specifications, and the five parameters are: 

1. Transmission Power: (TP) refers to the power of the 
transmitted signal of LoRa entities. Transmitted power is 



in the range from – 4 to 20 dBm. However, due to hardware 
limitations, this range changes to 2 to 14 dBm. The signal 
can be decoded at the receiver when its power is ≥ the 
sensitivity SRX value [8, 9].  

 

 

 

Fig. 1. LoRa network for IoT applications: Examples of LoRaWAN smart 
applications: smart cities, healthcare devices, and smart houses. 

   

2.   Bandwidth: (BW) value is the width of transmitted signals 
frequencies. BW can be configured to be in the range of 
7.8KHz to 500 KHz, with a step of power of 2 (i.e., BW2= 
2×BW1). Common values of BW are 125, 250, and 500 
KHZ [2, 3]. Higher BW value leads to higher data 
transmission rates, increased spread out, and less delay 
(i.e., time on air). Nevertheless, higher data rate leads to 
more noise interference and lower reception sensitivity. 

3.   Carrier Frequency: (CF) is the center frequency of a 
transmitted signal. It can be configured in the range from 
137 to 1020 MHz where the step frequency value is 61 Hz 
[8, 9]. 

4.   Spreading Factor: (SF) is the number of bits encoded in 
each symbol. It can be configured to be in the range from 
6 to 12. The number of chips per symbol is represented by 
2 SF. For example, SF = 6 means 26 = 64 chips per symbol 
is used. High SF values lead to higher sensitivity and 
increased communication distance. However, this will lead 
to lower data transmission rates, higher latency (time on-
air delay), and higher power consumption. If SF is 
increased by 1, this will double the power consumption, 
and the air on time latency, and the sensitivity will increase 
by 3dB. 

5.   Coding Rate: (CR) represents the Forward Error Correction 
(FEC) rate that is used to protect against data interference. 
CR configuration values can be set to be: 4/5, 4/6, 4/7, or 

4/8. Higher CR values lead to higher protection but also 
lead to higher data size so higher latency (time on-air). 

 Another important factor for having a reliable LoRa based 
communication is security. Therefore, the consideration of 
LoRa’s security is an important and ongoing research problem. 
In reference [15], the risk analysis of LoRaWAN networks is 
presented with future directions. Security in Low Powered 
Wide Area Networks, including LoRa networks, has been 
investigated in [16] with a focus on opportunities for Software-
Defined Network-Supported solutions. The authors in [17] 
discussed the design of a Blockchain-Based IoT using three 
technologies: Ethereum, Swarm, and LoRa. The research 
focuses on providing software solutions to create high 
availability with minimal security risks. A novel modeling key 
generation approach for LoRa networks is presented in [18]. In 
[19], a case study is presented for IoT security vulnerabilities 
and predictive signal jamming attack analysis in LoRaWAN. A 
useful recent survey on LoRa Networking is presented in [20 , 
21] with a focus on Research problems, current solutions, and 
open issues including considerations for security issues.  

 

II. PROPOSED WORK 

A. Aims and Objectives 

There are several attempts by researchers targeting to 
provide an enhanced open-source LoRa simulator that can be 
used by researchers to study and simulate LoRa based networks. 
Nevertheless, the simulators in use have shortcomings which 
will be discussed in detail in the research methodology section.  

To evaluate the network performance, a LoRa simulator is 
often  used to collect some initial results according to different 
cases in which  different numbers of LoRa nodes are placed with 
different sink nodes in the 2-D space.  

A “smart node” in the network has its parameters: 
Transmission Power, Spreading Factor, Carrier Frequency, 
Bandwidth, and Coding Rate. In addition, each smart node 
transmission behavior is described by the average packet rate (ʎ) 
and packet payload (B), so each node is described by (TP, CF, 
SF, BW, CR, B, ʎ).  

Two metrics are used to evaluate the performance of 
LoRaWAN networks. These metrics are the Data Extraction 
Rate (DER) and Network Energy Consumption (NEC) that are 
defined below. 

DER = received packets / transmitted packets in a specific 
duration (DER must be maximum). 

NEC is the total energy consumption in LoRa transceiver 
nodes. (NEC must be minimum). 

The expected findings should help in improving the 
performance of LoRaWAN networks by: 

A- Reducing the congestion in network Gateways. 

B- Reducing packet loss. 

C- Reducing interference. 

D- Improving the security  



Therefore, the main objectives of this proposed work are 
summarized as follows: 

●  Provide the research community with an enhanced and 
open source LoRaWAN simulator that utilizes the 
reinforced machine-learning possible algorithms (e.g., 
deep reinforcement learning) to better optimize the 
selection of the LoRa various parameters and study its 
performance under different network conditions. 

●  It is worth mentioning that security applications to any 
communication system will have an impact on its 
performance, e.g., power consumption. Therefore, 
security considerations for LoRa networks is an 
important objective which will be studied and 
investigated in this work. The goal of this research is to 
come up with a generalized LoRa-Security framework 
that will pave the way towards possible 
implementations for LoRaWAN simulators.  

Consequently, our ultimate objective is to study the 
feasibility of applying our enhanced LoRa simulator in real 
environment like Abu Dhabi IoT platforms (whether in public 
or private sectors) with security considerations in mind. 

B. Research Methodology 

Our enhanced LoRa simulator will be based on available 
open-source LoRa simulators. In the open literature, several 
researchers attempted to provide an Open Source simulator that 
can be used by researchers to study and simulate LoRa based 
networks. In particular, LoRaSim [11] was first proposed by 
researchers from Lancaster University, which was used in 
several publications such as [12, 13].  The LoRaSim simulates 
LoRa networks with the option of having several base stations, 
different number of nodes, and different radio settings of 
network nodes. However, LoRaSim has the following 
limitations: 

●  Accepts only a limited number of inputs of parameters 
(two values of the Spreading Factor, two values of 
bandwidth, two values of Code Rate, and three values 
of Central Frequency. 

●  All the nodes use single transmission power. 

●  The output of each simulation run is the Data 
Extraction Rate and the total power consumption in the 
network 

To address these limitations, the authors in [14, 15] proposed 
a modified version of the LoRaSim where the following features 
have been added: 

●  The transmission parameters inputs are all the possible 
values of CF, SF, and PT values. 

●  The modified simulator has two types of nodes, a 
normal and smart node. The normal node is assigned 
fixed parameter values that do not change during the 
simulation duration. Whereas the smart node 
parameters can be changed during the simulation 
duration depending on the acknowledgment of the 
received packets. Consequently, the parameters value 

can be optimized during the simulation duration using 
a machine learning reinforced learning algorithm.  

●  This modified LoRa simulator uses a reinforcement-
machine learning approach to select the optimal values 
of different entered parameter values, mainly: the SF, 
CF, and transmission power for a given network 
scenario. However, these values are modified for the 
smart nodes after each transmission, while the 
parameters of the normal nodes remain the same as the 
first transmission settings and do not change during the 
simulation time. 

●  The modified LoRaSim allows to have more input 
parameters to the simulation environment such as the 
total number of normal nodes n1, the number of smart 
nodes n2, where n2 is less than or equal to n1, the 
number of gateways, the average sent time, the total 
simulation time, the size of the simulation area, and the 
payload size. 

●  The modified LoRaSim allows a random distribution 
of the gateways in the simulation area of interest.   

●  The modified LoRaSim uses the well-known EXP3 
reinforced learning algorithm [12] to determine the 
best values of SF, CF, and PT from input values of each 
node in the network. Then, it modifies these values for 
the smart nodes after each transmission. 

●  In the modified LoRaSim, all nodes have the same 
values of CR and BW. 

●  The output of the simulator is the received data packet 
rate and the total consumed power in the network. 

 

III. ENHANCEMENTS ON THE MODIFIED LORASIM 

 

The proposed enhancements in our simulator build up the 
following features on top of the work in [12, 13], where the 
following features will be considered in the proposed 
framework: 

●  Allowing the user to input all possible values of the BW, SF, 
and CR. In addition, the input value of PT is set to be the 
maximum available power value. 

●  All the nodes can be smart (no differentiation between 
normal and smart nodes). 

●  Allowing more optimized distribution of gateways (i.e., no 
random distribution).  

●  In addition to existing outputs of the modified LoRaSim, the 
enhanced simulator adds the per-node power consumption 
output. Therefore, it allows us to analyze the node's time in 
a network. 

●  Investigating the possibility of using other reinforcement-
machine learning algorithms and not only the EXP3 
algorithm. 



Our proposed simulator framework for LoRaWAN security 
relies on the adoption of multi-path routing to address the 
following security parameters. Figures 3 depicts the security and 
multipath enhancements as follows: 

 

- Data communication confidentiality: confidentiality is 
needed to encrypt transmitted data while in 
communication, and therefore not being disclosed to 
unauthorized entities. We propose to enable LoRaWAN 
with multi-path capabilities so that transmitted signal 
should follow k path channels towards the receiving node. 
In this way, k Sub-Coded-transmitted signals (K_SC) are 
assigned to the k multipath channels. Each SC signal 
carries a codded signal where no useful information can 
be disclosed if it has been captured by an unauthorized 
entity. It is worth mentioning that using conventional 
encryption techniques such as AES, DES should consume 
more power compared to sending plain data signals. 
Therefore, sending SC coded signals in multipath should 
consume lower bandwidth and processing power [22]. The 
proposed simulator framework should consider 
LoRaWAN multipath and also single path channel 
transmission type. For example, cryptographic algorithms 
standard will be integrated within the LoRa simulator 
framework. Multiple key length sizes such as 128 and 256 
bits will be considered for AES encryption techniques. 
This work will investigate the application feasibility of 
both key sizes. It is worth noting that a key length of 256 
bits is practically unbreakable by brute force based on 
current computing power, making it the strongest 
encryption standard, however, we should investigate its 
impact on LoRaWAN network performance, especially 
the power consumption factor. Also, the simulator 
framework will also examine the impact of multipath 
routing and compare the results with AES technique. 

- Integrity of data: this term “Integrity” refers to data 
communication integrity and reliability. In data integrity, 
the receiver can be sure that the received data has not been 
modified during its path channel. In this work, a 
framework for multipath LoRa-data-integrity will be 
proposed and simulated. We propose to enable 
LoRaWAN with multi-path capabilities so that 
transmitted signal should follow k path channels towards 
the receiving node. For data reliability, the proposed 
framework requires to add a redundant path channel(s) 
where the number of redundant channels is equal to: 
Redundancy R= n-k. 

Overall View On The Simulator 

In summary, Figure 2 below shows a diagram for the overall 
enhancements to be carried out by this work on LoRaWAN 
based simulators in [11-14]. The dashed blocks in the figure 
show our proposed enhancements. 

The simulation process of the enhanced LoRaWAN 
simulator is presented in Figure 3. First, each end-device 
generates a packet using a random distribution procedure, like 
the exponential distribution. The packet generation speed is 
selected to fulfill the duty cycle limit. The generated packet after 

that is transferred to the gateway by choosing the selected radio 
resources. The security layer and multipath routing should be 
integrated between the end devices, channels, and the gateways. 

 

Fig. 2. The suggested diagram of the enhanced LoRaWAN simulator.  
Enhancements are marked using dashed lines 

  

Fig. 3. The framework for the simulation process [13], the proposed 
enhancement is presened using dashed line.  



IV. CONCLUSION  

 LoRaWAN has very wide-ranging applications. A list of 
applications consists of smart supply chain and logistics, smart 
cities, smart agriculture businesses and processing, smart 
buildings, smart gas metering, smart electricity metering, and 
smart healthcare. In order to effectively deploy this technology, 
several performance-determining parameters need to be 
optimized and fine-tuned, depending on the application under 
consideration. To achieve that, network simulation is a key 
solution environment that will enable researchers to investigate 
the effect of changing several LoRa parameters and enable them 
to investigate how these parameters affect the transmission 
performance and Quality of Service (QoS). The contribution of 
this work aims at providing the research community with a 
framework for an enhanced LoRaWAN simulation tool which 
builds upon existing simulators, namely LoRaSim [11]. The 
proposed enhancement is related to : 1) The power consumption, 
2) The security considerations (i.e., confidentiality and data/user 
authentication) and 3) The integration of  Reinforced machine-
learning algorithms to optimize the selection of the LoRaWAN 
parameters. Our proposed enhanced simulator framework offers 
the following advantages over current simulation tools such as: 
enabling users to fine-tuning various parameters on LoRaWAN 
simulated networks according to application requirements, 
investigating and analyzing the security effects on LoRaWAN 
IoT communication links and adding the per-node power 
consumption output.  
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